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[bookmark: Notice_Statement][bookmark: _Toc216339927]Notice
This Privacy Notice provides you with necessary information about the personal information Clarus Commerce LLC DBA ebbo and its affiliates including Clarus Direct, LLC (collectively the "Company") collects as an employer, how this information may be used by Company, your privacy rights and the Company’s obligations in accordance with relevant state consumer privacy laws as such laws apply to personal information collected by employers, including, but not limited to the California Consumer Privacy Act of 2018 ("CCPA"), the California Privacy Rights Act of 2020 ("CPRA") and laws of similar scope and impact that may be enacted by one or more states after the publication of this notice–  each a “US Privacy Law,” and collectively, “US Privacy Laws”. Your use of Company products or services in a purely personal capacity (e.g., by maintaining a personal account on FreeShipping.com), are governed by the Terms of Use, Terms of Service, Privacy Policy, and other restrictions noted on the product website. However, where the use of the product or site is in violation of Company policy or the terms of your employment, Company reserves the right to take appropriate action within the employment context (e.g., in cases of criminal or intentionally malicious behavior).

Please be aware that not all states with consumer data protection laws extend protections to personal information collected by employers.

1. [bookmark: Scope][bookmark: _Toc216339928]Scope
This Privacy Notice applies solely to natural persons who have entered or have sought to enter into an employment relationship with Company, and reside in a state subject to one of the relevant US Privacy Laws, and does not apply to individuals living elsewhere, businesses or other corporate entities.
[bookmark: Responsibilities]
2. [bookmark: _Toc216339929]Definitions
Consumer: A consumer is a natural person who has been granted specific rights under a relevant US Privacy Law. And, in the context of this Privacy Notice, includes current and former employees and applicants of Company. For example, in California, a Consumer is a natural person who is a California resident, living in California for other than a temporary or transitory purpose, or individual domiciled in California.

Personal Information: Commonly referred to as “PI”,  Personal Information is defined as information that identifies, relates to, describes, is reasonably capable of being associated with, or could reasonably be linked, directly or indirectly, with a particular consumer or household, or as otherwise defined in the relevant US Privacy Law.(see, for example, Cal. Civ. Code § 1798.140(o), or Conn. Gen Stat § 42-515(26)).

Sensitive Personal Information: Sensitive Personal Information (“SPI”) is a subset of PI that requires greater security protections and standards of care in handling. SPI, also known as "special categories of information", information that if lost, compromised, or disclosed could result in substantial harm, embarrassment, inconvenience, or unfairness to an individual or as otherwise defined in the relevant US Privacy Law. (see, for example, Cal. Civ. Code § 1798.140(ae), or Conn. Gen Stat § 42-515(38))

3. [bookmark: Procedures][bookmark: _Toc216339930]Procedures

[bookmark: 1._CONSUMER_RIGHTS][bookmark: _Toc216339931]STATE-SPECIFIC PRIVACY NOTICES
Not all states with consumer data protection laws extend protections to personal information collected by employers. This section may be updated from time to time as jurisdictions extend or remove rights to individuals within the employment and pre-employment contexts.


3.1.1. [bookmark: _Ref216337523][bookmark: _Toc216339932]California Resident Privacy Notice
This California Resident Privacy Notice disclosure (“Disclosure”) (Section 3.1.1 of this document) is provided pursuant to the California Consumer Privacy Act (“CCPA”) as amended and applies only to California residents. Any terms defined in the CCPA have the same meaning when used in this Disclosure. Terms defined in the Notice maintain the same meaning when used in this Disclosure.

This Disclosure is effective as of January 1, 2021.

The Personal Information (defined in Cal. Civ. Code §§ 1798.140(o)) that Company collects and the manner in which Company uses this information is covered in sections 1 and 2 above.

Your California Privacy Rights. Under California Civil Code sections 1798.83-1798.84, California residents are entitled to receive a notice describing what categories of personal customer information Company shares with third parties or corporate affiliates for those third parties or corporate affiliates' direct marketing purposes. This notice identifies the categories of information shared and includes a list of the third parties and affiliates with which it may be shared, along with their names and addresses. This notice appears below in the section entitled, “PERSONAL INFORMATION (PI) WE COLLECT”.


3.1.1.1. [bookmark: _Toc216339933]RIGHT TO ACCESS
You have the right to access PI which Company may collect or retain about you. If requested, Company shall provide you with a copy of your PI which Company collected as permitted by the CCPA/CPRA (Cal. Civ. Code § 1798.110(b)).

You also have the right to receive your PI in a structured and commonly used format so that it can be transferred to another entity (“data portability”).

3.1.1.2. [bookmark: _Toc216339934]RIGHT TO KNOW
You have the right to request that Company disclose the following about your PI, as defined by the CCPA/CPRA (Cal. Civ. Code § 1798.115; Cal. Civ. Code § 1798.130(a)(2))):
· The categories of PI Company may collect;
· The categories of sources from which Company may collect your PI;
· The business purpose(s) for collecting or sharing your PI;
· The categories of PI Company may be disclosed for business purposes; and
· The categories of third parties to whom Company may share your PI.
· The specific PI Company may collect.

3.1.1.3. [bookmark: _Toc216339935]RIGHT TO OPT OUT OF SALE OR SHARING
You have the right to request that Company not sell or share your PI with third parties except as allowed within the meaning of the CCPA/CPRA (Cal. Civ. Code § 1798.120, ).

3.1.1.4. [bookmark: _Toc216339936]DO NOT SHARE OR DISCLOSE MY SENSITIVE PERSONAL INFORMATION
You have the right to limit how your SPI is disclosed or shared with third parties, as defined in the CCPA/CPRA (Cal. Civ. Code § 1798.121).

3.1.1.5. [bookmark: _Toc216339937]RIGHT TO DELETION
In certain circumstances, you have the right to request the erasure of your PI (see, Cal. Civ. Code § 1798.105). Upon verifying the validity of a deletion request, Company will delete your PI from its records, and instruct any service providers or third parties to delete your information, when applicable. 

3.1.1.6. [bookmark: _Toc216339938]RIGHT TO CORRECT
In certain circumstances, you have the right to request correction of any inaccurate PI (see, Cal. Civ. Code § 1798.106). Upon verifying the validity of a verifiable consumer correction request, Company will use commercially reasonable efforts to correct your PI as directed, taking into account the nature of the PI and the purposes of maintaining your PI.

Please note that the above rights are not absolute, and Company may be entitled to refuse requests, wholly or partly, where exceptions under applicable law apply.

3.1.1.7. DATA COLLECTED AND SHARED OVER THE LAST 12 MONTHS
See, “4.5.1 Categories of Information Collected”, and “4.5.2 Categories of Information Shared”, below for additional required disclosures for California residents.
[bookmark: 1.1._RIGHT_TO_ACCESS][bookmark: You_have_the_right_to_access_PI_which_we]
[bookmark: _Toc216339939]EXERCISING YOUR RIGHTS
You can exercise any of your rights as described in this Notice and under applicable privacy laws by using the contact information provided in this Notice. Company will not discriminate against you for exercising such rights. Except as described in this Notice or provided for under applicable privacy laws, there is no charge to exercise your legal rights.

An authorized Agent (as defined in the relevant US Privacy Law) may make this request on your behalf. For the protection of Company’s employees and applicants, access to the inbox for the employee’s or applicant’s personal email address the Company has on file or another verification process deemed appropriate by Company will be required to verify the request. 

Company is, however, allowed to limit the number of requests an employee can make per year if those requests are excessive or repetitive by adding on a fee for processing excessive requests, or refusing to fulfill those requests.

Company may be limited in its ability to fully honor specific rights requests due to legal obligations.

3.1.2. [bookmark: 3._VERIFYING_CONSUMER_REQUESTS][bookmark: _Toc216339940]VERIFYING CONSUMER REQUESTS
When you make a request to Company, Company will require your name, e-mail, phone number, and address. Company will attempt to match its records based on that information to verify your identity (see, for example, Cal. Civ. Code § 1798.140).

Where Company has reasonable doubts concerning the identity of the person making the request, Company may request additional information necessary to confirm their identity.

4. [bookmark: 4._PERSONAL_INFORMATION_(PI)_WE_COLLECT][bookmark: _Ref142312546][bookmark: _Toc216339941]PERSONAL INFORMATION (PI) WE COLLECT
Company collects PI as necessary to enable Company to carry out your instructions (such as, for example, honoring your benefits selection), to manage and operate its business, and to comply with its legal and regulatory obligations.

The PI that Company may collect may include, but is not limited to, the following:
· Your name;
· Your job title;
· Your compensation and benefits;
· Your mailing address;
· Your contact details (such as telephone number and email address);
· Your employment and educational background and other relevant applicant information;
· Your age;
· Your gender;
· Your medical information;
· Other PI contained in correspondence and documents which you may provide to Company; and/or
· Information Company obtains from its IT and communications monitoring.

This PI is required for Company to meet Company’s legal obligations to you the employee and to others under applicable law.

You confirm that you are authorized to provide Company (a) your PI or (2) the PI of any of your beneficiaries, (3) associates or (4) family members. Where the PI relates to your beneficiaries, associates or family members, it is not reasonably practicable for Company to provide to them the information set out in this Notice. Accordingly, where appropriate, you are responsible for providing this information to any such person.

4.1. [bookmark: 5._SENSITIVE_PERSONAL_INFORMATION_(SPI)_][bookmark: _Toc216339942]SENSITIVE PERSONAL INFORMATION (SPI) WE COLLECT
[bookmark: 1][bookmark: 2][bookmark: 3][bookmark: 4][bookmark: 5]Company may also collect or process SPI as necessary to enable Company to manage and operate its business, and to comply with its legal and regulatory obligations.
You may also supply Company with, or Company may receive, the following SPI:
· Username and password;
· Financial, account or billing information, including tax identification number, social security number, or credit/debit card information;
· Proof of identification, including driver's license number, or state/national government-issued identification;
· Diversity or demographic information, including race or ethnicity, gender or gender identity, religious or philosophical beliefs, political affiliation, opinion or association, veteran or disability status, or sexual preference;
· Information the Company has contractually agreed to manage under heightened confidentiality and security protocols, such as health and financial information or intellectual property;
· Information required to conduct background checks.
The Company collects SPI on the basis of one or more of the following:
· [bookmark: _You_have_given_explicit_consent_to_the]You have given explicit consent to the collection for one or more specified purposes;
· [bookmark: _Where_the_collection_of_SPI_is_manifes][bookmark: _Where_the_collection_is_necessary_for_]Where the SPI is “publicly available” information as defined in the CCPA (Cal. Civ. Code § 1798.140(ae)); and/or
· [bookmark: Where_the_collection_is_necessary_for_re]Where the collection is necessary for reasons of substantial public interest, in accordance with applicable law, the Company may collect SPI for the following reasons: for the purposes of the prevention or detection of an unlawful act or for preventing fraud.

4.2. [bookmark: 6._HOW_PERSONAL_INFORMATION_IS_COLLECTED][bookmark: _Toc216339943]HOW PERSONAL INFORMATION IS COLLECTED
Company collects PI directly from you. However, Company may also collect PI from the following:
· [bookmark: _Directly_from_a_third_party_for_backgr]Publicly accessible sources;
· [bookmark: _A_third_party,_such_as_a_bank,_financi]Directly from a third party for background checks;
· [bookmark: _Consultants_and_other_professionals_we]A third party, such as a benefits provider, bank, financial institution or advisor, with your consent;
· [bookmark: _Our_website,_or_through_the_use_of_Coo]Its websites, or through the use of Cookies (Please view Company’s Website Privacy Notice and Cookie Notice for more information);
· [bookmark: _Our_Information_Technology_(IT)_system]Company’s Information Technology (IT) systems, including:
· Document management (e.g., SharePoint) and time recording systems;
· Company Software
· Software as a Service (SaaS) or cloud applications
· Door entry systems and reception logs; and/or
· Security Camera and access control systems.

4.3. [bookmark: 7._THE_PURPOSE_FOR_WHICH_PERSONAL_INFORM][bookmark: _Toc216339944]THE PURPOSE FOR WHICH PERSONAL INFORMATION IS COLLECTED
The purposes for which the Company will collect or use your PI include:
· To carry out its business operations and associated administration
· To comply with its internal business processes and policies;
· Recruitment of employees and processing and managing job applications;
· Conducting pre-employment screening and background checks;
· Compensation and expense management;
· Benefits administration;
· General human resources management;
· Training and professional development;
· To comply with its legal, regulatory and professional obligations;
· For operational reasons, such as improving efficiency, training and quality control;
· To prevent unauthorized access and modifications to its systems, providing security, preventing fraud, money laundering and terrorist financing, as permitted by law.

4.4. [bookmark: 8._DISCLOSURE_OF_PERSONAL_INFORMATION][bookmark: _Toc216339945]DISCLOSURE OF PERSONAL INFORMATION
The Company shall use a reasonable standard of care to store and protect from disclosure any PI collected.

PI will be retained by Company as set out in the Company's policies. The Company may share your PI under the following circumstances:
· In the event that Company sells or purchase any business or assets, or if all or substantially all of the Company's assets are acquired by a third party, in which Company may disclose your PI to the prospective seller or buyer of such business or assets, solely for the purpose of permitting the due diligence required to decide whether to proceed with a transaction;
· If reasonably necessary to protect the vital interests of a person or the Company;
· If Company is subject to disclose or share your information in order to comply with any legal or regulatory obligation; or
· To enforce, to establish, exercise or defend the rights of the Company, Company Personnel, clients, customers or others.
· In accordance with a request to verify employment by an outside agency such as a bank, etc.

Company’s third-party service providers are subject to security and confidentiality obligations and are only permitted to process information for a specified, legitimate business purpose and in accordance with its instructions.

Company shares your information with the following classes of third parties:
· Affiliated companies and advisors as necessary to carry out the purposes for which the information was supplied or collected; and/or
· Service providers that assist with providing services or benefits to you, including data hosting providers, recruitment agencies, IT and software providers, marketing database providers, accountants and HR system providers, including benefits and payroll providers.
· Banks or other institutions requiring employment verification.

[bookmark: _Toc216339946]Summary Tables for the Last 12 Months

4.4.1. [bookmark: _Toc216339947][bookmark: _Ref219110475][bookmark: _Ref219110491][bookmark: _Ref219110502][bookmark: _Ref219110507][bookmark: _Ref219110540][bookmark: _Ref219110569]Categories of Information Collected

Below is a summary for the preceding 12 months of the Personal Information categories (as identified and defined by the CCPA) that Company has collected in the course of the application process or your employment with Company:

	[bookmark: _Hlk124321243]Category
	Examples
	Processed by ebbo

	A. Identifiers.
	· A real name, 
· alias, 
· postal address, 
· unique personal identifier, 
· online identifier, 
· Internet Protocol address, 
· email address, 
· account name, 
· Social Security number, 
· driver’s license number, 
· passport number, 
or 
· other similar identifiers.
	Yes

	B. Personal information categories listed in the California Customer Records statute (Cal. Civ. Code § 1798.80(e)).
	· A name, 
· signature, 
· Social Security number, 
· physical characteristics or description, 
· address, 
· telephone number, 
· passport number, 
· driver’s license or state identification card number, 
· insurance policy number, 
· education, employment, 
· employment history, 
· bank account number, 
· credit card number, 
· debit card number, 
· other financial information, 
· medical information, 
· health insurance information.
	Yes

	C. Protected classification characteristics under California or federal law.
	· Age (40 years or older), 
· race, 
· color, 
· ancestry, 
· national origin, 
· citizenship, 
· religion or creed, 
· marital status, 
· medical condition, 
· physical or mental disability, 
· sex (including gender, gender identity, gender expression, pregnancy or childbirth and related medical conditions), 
· sexual orientation, 
· veteran or military status, 
· genetic information (including familial genetic information).
	Yes

	D. Commercial information.
	· Records of personal property, 
· products or services purchased, obtained, or considered, or other purchasing or consuming histories or tendencies.
	Yes

	E. Biometric information.
	· Genetic, 
· physiological, 
· behavioral, and biological characteristics, 
· or activity patterns used to extract a template or other identifier or identifying information, such as 
· fingerprints, 
· faceprints, 
· voiceprints, 
· iris or retina scans, 
· keystroke, 
· gait, 
· or other physical patterns,
· sleep, 
· health, 
or 
· exercise data.
	No

	F. Internet or similar network activity.
	· Browsing history, 
· search history, 
· information on a consumer’s interaction with a website, 
· application, 
or 
· advertisement.
	Yes

	G. Geolocation data.
	· Physical location or movements.
	Yes

	H. Sensory data.
	· Audio, 
· electronic, 
· visual, 
· thermal, 
· olfactory, 
or 
· similar information.
	No

	I. Professional or employment-related information.
	· Current or past job history or performance evaluations.
	Yes

	J. Non-public education information (per the Family Educational Rights and Privacy Act (20 U.S.C. § 1232g, 34 C.F.R. Part 99)).
	· Education records directly related to a student maintained by an educational institution or party acting on its behalf, such as 
· grades, 
· transcripts, 
· class lists, 
· student schedules, 
· student identification codes, 
· student financial information, 
or 
· student disciplinary codes.
	No

	K. Inferences drawn from other personal information.
	· Profile a person’s preferences, 
· characteristics, 
· psychological trends, 
· predispositions, 
· behavior, 
· attitudes, 
· intelligence, 
· abilities, 
and 
· aptitudes.
	Yes

	L. Sensitive Personal Information (Cal. Civ. Code § 1798.140(ae)).
	· Social security number, 
· precise geolocation, 
· racial or ethnic origin, 
· personal information collected and analyzed concerning health.
	Yes




4.4.2. [bookmark: _Toc216339948][bookmark: _Ref219110591][bookmark: _Ref219110598]Categories of Information Shared

Company may use or disclose Personal Information in the following categories in the course of the application process or your employment with Company (the “Business Purpose Disclosures” in the table below).

	 Category
	Category of Third-Party Recipient:  Business Purpose Disclosures
	Sales

	A. Identifiers.
	Yes
	No

	B. Personal information categories listed in the California Customer Records statute
	Yes
	No

	C. Protected classification characteristics under California or federal law.
	Yes
	No

	D. Commercial information.
	Yes
	No

	E. Biometric information.
	No
	No

	F. Internet or similar network activity.
	Yes
	No

	G. Geolocation data.
	Yes
	No

	H. Sensory data.
	No
	No

	I. Professional or employment-related information.
	Yes
	No

	J. Non-public education information
	Yes
	No

	K. Inferences drawn from other personal information.
	No
	No

	L. Sensitive Personal Information (Cal. Civ. Code § 1798.140(ae)).
	Yes
	No




5. [bookmark: _Toc216339949]DATA STORAGE AND SECURITY
The Company uses a reasonable standard of care to store and protect your PI. Company uses appropriate physical, technical and organizational security measures and procedures to protect PI from unauthorized use, loss, alteration, destruction or modification. The Company shall retain your PI until the initial purpose for collecting and retaining such data has been satisfied and as permitted by its data retention policies. If you subsequently agree to a new or additional purpose, your PI may be retained for that.

6. [bookmark: _Toc150178742][bookmark: _Toc216339950]CONTACT INFORMATION
Company has appointed the following contact in the event you have any questions regarding this Notice, or any questions about your rights with respect to your Personal Information.

SVP, People Operations
Please email jbittar@ebbo.com, with the subject line “CCPA Rights Request”.


7. [bookmark: 11._MODIFICATIONS_AND_REVISIONS][bookmark: _Toc216339951]MODIFICATIONS AND REVISIONS
Company reserves the right to modify, revise, or otherwise amend this Privacy Notice at any time and in any manner. Any new version of this Notice will be posted on ADP or the People Ops SharePoint site. This Notice will be reviewed annually and updated, as necessary.
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